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Security Engineer

Motivation:

MZl is a fast-growing engineering firm focused on delivering solutions from
concept to operationalization in systems engineering, enterprise architecture,
and emerging technologies.

Our engineering solutions serve over 670 million users every year. Our
motivation for this post is to onboard the most talented people to help us
keep delivering and improving our solutions. Please, see our corporate values
here: https://www.mziaviation.com/working-at-mzi

We are in the process of finalizing a few wins, and we are looking for
exceptional candidates to help us deliver these solutions.

Position: Security Engineer (Founding Member¥)

Responsibilities:

e Conduct independent security assessments of federal/state
environments (on-premises, Cloud (Infrastructure as a Service (laa$S),
Platform as a Service (PaaS), and Software as a Service (SaaS)) systems)
and applications.

e Analyze existing security processes, including automation and security
service delivery models.

e Provide system administration support to the security application
modules, including upgrades, patching, and account management

e Provides security expertise, including FISMA CIO annual reporting and
external and internal IT audit data calls, reviews, coordination, and
reporting

e Provide IT systems security in compliance with the NIST standards and
covers all information assurance functions

e Have expert knowledge and experience in all aspects of a Privacy
Program
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e Provide specialized support in Privacy process analysis and redesign,
performance measurement and management, strategy, risk
management, and Privacy operations
e Provide ISSO support in areas of Plan of Actions and Milestones
(POA&M), Information Security Continuous Monitoring (ISCM), and
security architecture such as Zero Trust
Requirements:

Minimum Education: BS degree (Computer Science, Engineering, or
equivalent)

Experience: 5+ (looking for all years of experience)

Effective oral and writing capabilities

Multidisciplinary skillset

Desired Qualifications:

Past/current experience within government or government
contracting

Major security certifications such as CISSP, CISA, CISM, and Security+
The International Council on Systems Engineering (INCOSE)
certifications such as CSEP and ESEP

Project Management Institute (PMI) certifications such as PMP
Willingness to work at a fast-growing small business (be part of the
brand and grow with it)

Management and leadership experience

Compensation and Benefits:

Salary range: $65k to $160k (with founding member-exclusive perks -
see note below)

Health

Dental

401K

Federal holidays

Flexible vacation

Small-business flexible benefits
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*Founding Member note:

This is a Founding Member position. This means that the candidate that joins
this position will be a critical founding member of the MZI family and DNA.
This position will offer founding perks such as a deferred compensation plan,
contract sign-on bonus, and many more to be discussed at the interview.

Founding members are expected to participate in business matters to shape
the culture and the brand of MZ| all as one!

How to apply:
Please, go to https://www.mziaviation.com/working-at-mzi and submit your
information on the form at the bottom of the page.

If this position does not fit your goals, please submit your resume to
careers@mzisol.com and we make sure we find a position for you as our duty.
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